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Dated: July 21, 2025
WEB SERVICE AUDIT CERTIFICATE

Web Service Name Ibja Gold and Silver Rates

Web Service URL https://ibjarates.com/

Testing / Staging URL https://ibjarates.com/

Environment Details Production environments hosted on VPS with daily backup
Testing Start Date June 2, 2025

Testing End Date July 17, 2025

Date of Issue July 21, 2025

Validity of Certificate 1 Year

Hash 57B12878CA2A6A74BCE771CAE79760241BAD1576
Audited Performed By Shagun Beniwal

The above web service has undergone Security Audit and has been certified to be safe from
vulnerabilities. The contents audited were based on the temporary web service URL mentioned
above.

Note: However, Vulnerability named as Security Misconfiguration [Forbidden Resource and CORS
Misconfiguration] is Open.

The Web service was tested and found safe for hosting as per OWASP Application Security
Verification Standard.

Based on final testing and NIC’s compliance policy following recommendations are suggested:

1. Web service may be hosted with the permission of read only for the general public.

2. The complete web service should be deployed over SSL using TLSv1.2 stable version. All weak
SSL Cipher suites should be disabled.

3. Web server and OS Level hardening need to be in place for the production server.

4. All the software components used in the application should be of latest and stable version.

Note:

Projections of any Conclusions/Recommendations are based on our findings during the assessment of the
website/application provided during the final level of security audit and are applicable ONLY for the same
version of application within the same/recommended hosting environment. The validity of any
Conclusions/Recommendations may be altered because of changes made to the application or system or the
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